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DETAILED ACTION 

1 . This communication is in response to Application No. 10/537,279 filed November 
21 st , 2005, claims 1-46 have been examined. 

Priority 

2. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claim 13 recites the limitation "the search section comprises" in Line 2. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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6. Claims 1-5, 8-11, 19, and 21-24 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Huitema et al. (Huitema hereafter) (US 2002/0073215 A1). 

Regarding claim 1, 

an Internet connection system, comprising: 

a relay device (210 of Fig. 2) connected to a client device (200 of Fig. 2) and 
provided in a first network, the first network communicated in a first protocol (IPv6); 
(Par. 0008-0013) and 

a server (410 of Fig. 3) connected to the relay device through a second network 
in a second protocol (IPv4), (Par. 0032) 

wherein the relay device (210 of Fig. 2) comprises: 

a client device global address storage section for storing a global address of the 
client device in the first protocol; (210 of Fig. 2, It is known to one of ordinary skilled in 
the art that a router stores the address of its clients and servers in a routing table) 

a server address storage section for storing a global address of the server in the 
second protocol; (210 of Fig. 2, It is known to one of ordinary skilled in the art that a 
router stores the address of its clients and server in the a routing table) 

a first routing device for routing a connection from the client device through the 
server based on the global address of the server stored in the server address storage 
section; (210 of Fig. 2, It is known to one of ordinary skilled in the art that a router routes 
a connection based on the address stored in the routing table) and 
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a first packet processing device for capsulating/decapsulating packets, the 
packets being in the first protocol, using the second protocol to thereby establish a 
tunneling connection with the server in the first protocol, (Par. 0008-0013) 

and wherein the server (410 of Fig. 3) comprises: 

a second packet processing device for capsulating/decapsulating packets, the 
packets being in the first protocol, using the second protocol to thereby establish a 
tunneling connection with the relay device; (Par. 0032) 

a client device global address management device for managing the global 
address of the client device in the first protocol, the client device connected to the relay 
device, in association with a global address of the relay device in the second protocol; 
(Par. 0032) and 

a second routing device for routing a connection to the relay device based on the 
global address of the client device managed by the client device global address 
management device. (Par. 0032) 

Regarding claim 2, 

wherein the first and second protocols are different. (Par. 0025) 

Regarding claim 3, 

wherein the first and second protocols are the same. (Par. 0026) 



Regarding claim 4, 
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wherein the server further comprises a model identification section for 
determining if the client device is of a predetermined model, (determines whether an 
IPv6 packet is encapsulated within the IPv4 packet, Par. 0025) 

Regarding claim 5, 

wherein the server further comprises a communication session disconnection 
section for limiting packet transmissions if the model identification section determines 
that the client device or the relay device is not of the predetermined model. (Par. 0025- 
0026) 

Examiner interprets predetermined model as determining the version of the IP 
packet which will indicate the type of device sending the packet. If it is determined that 
the IP packet has and IPv6 packet encapsulated then the IPv4 device is limited in 
getting the packet and the IPv6 device will get the packet. 

Regarding claim 8, 

wherein the server further comprises a network type identification section for 
determining if an environment of the first network connected with the client device is of a 
predetermined type, (determines whether an IPv6 packet is encapsulated within the 
IPv4 packet, Par. 0025) 



Regarding claim 9, 
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wherein the server further comprises a communication session disconnection 
section for disconnecting communication sessions or limiting packet transmissions if the 
relay device is determined not of the predetermined type. (Par. 0025-0026) 

Examiner interprets predetermined model as determining the version of the IP 
packet which will indicate the type of device sending the packet. If it is determined that 
the IP packet has and IPv6 packet encapsulated then the IPv4 device is limited in 
getting the packet and the IPv6 device will get the packet. 

Regarding claim 10, 

wherein the server further comprises a state information obtaining section for 
obtaining at least one of location information of the client device. (100 of Fig. 1) 

Fig. 1 teaches wherein the IP packet contains information about the client device 
such as location information (source address). 

Regarding claim 11, 

wherein the state information obtaining section obtains at least one of the 
location information of the client device using a method according to a model of the 
client device. (1 00 of Fig. 1 ) 

Fig. 1 teaches wherein the IP packet contains information about the client device 
such as location information (source address). 



Regarding claim 19, 
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wherein the server further comprises a filtering processing device for filtering 
communications to/from the client device according to predetermined rules. (410 of Fig. 
3) 

Regarding claim 21, 

wherein the relay device further comprises a model identification section for 
determining if the client device is of a predetermined model. (Par. 0025-0026) 

Regarding claim 22, 

wherein the relay device further comprises a communication session 
disconnection section for disconnecting communication sessions if the model 
identification section determines that the client device is not of the predetermined 
model. (Par. 0025-0026) 

Examiner interprets predetermined model as determining the version of the IP 
packet which will indicate the type of device sending the packet. If it is determined that 
the IP packet has and IPv6 packet encapsulated then the IPv4 device is disconnected in 
getting the packet and the IPv6 device will get the packet. 

Regarding claim 23 and 24, these claims are substantially the same as claim 1 ; same 
rationale of rejection is applicable. 
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Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 6, 17, 25, 26, 28-31, 37-40, 43 and 45 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Huitema in view of Hovell et al. (Hovell hereafter) 
(US 7,188,191 B1). 

Regarding claim 6, Huitema fails to explicitly teach, 

wherein the server further comprises a command conversion section for 
converting a command to be sent to the client device to a command in a predetermined 
format to control the client device based on results from the model identification section. 

However, Hovell teaches, 

wherein the server further comprises a command conversion section for 
converting a command to be sent to the client device to a command in a predetermined 
format to control the client device based on results from the model identification section. 
(Col 7, Line 63 -Col 8, Line 13) 

Hovell teaches in the above cited portion that it is determined if the packet is 
IPv4 or IPv6. Depending on the version then the IP headers has to be converted in 
order to be sent to the device. Since to control the client device is packets being sent 
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over the network, Examiner has interpreted this as the IP packets being translated to be 
accepted by the specified device. 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema to include the above recited limitations as 
taught by Hovell in order to conform to the specification known as Network Address 
Translation-Protocol Translation (NAT-PT). 

Regarding claim 17, Huitema fails to explicitly teach, further comprising: 

a tunneling connection information management device for managing information 
of the tunneling connection between the relay device and the server, wherein 

the tunneling connection information management device sends a notification to 
the relay device of the global address of the server in the second protocol, and sends a 
notification to the server of the global address of the relay device in the second protocol 
and of an entirety or part of the global address of the client device in the first protocol. 
However, Hovell teaches, further comprising: 

a tunneling connection information management device for managing information 
of the tunneling connection between the relay device and the server, wherein 

the tunneling connection information management device sends a notification to 
the relay device of the global address of the server in the second protocol, and sends a 
notification to the server of the global address of the relay device in the second protocol 
and of an entirety or part of the global address of the client device in the first protocol. 
(Col 7, Line 52 - Col 8 Line 40) 
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It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema to include the above recited limitations as 
taught by Hovell in order to allow the source host to know the address of the destination 
host. 

Regarding claim 25, Huitema teaches, 

a server (410 of Fig. 3), used in an Internet connection system which comprises: 
a relay device (210 of Fig. 2) provided in a first network; and the server 

connected to a client device through the relay device and the Internet, the client device 

connected to the first network, (Par. 0032) comprising: 

a client device address management device for managing an address of the 

client device connected to the relay device in association with an address of the relay 

device; (Par. 0032) 

a routing device for routing a connection, the connection from the Internet to the 
client device, to the relay device connected to the client device based on the address of 
the client device managed at the client device address management device; (Par. 0032) 

a model identification section for determining if the client device is of a 
predetermined model and/or the relay device is of a predetermined model; (determines 
whether an IPv6 packet is encapsulated within the IPv4 packet, Par. 0025) 

Huitema fails to explicitly teach, 



Application/Control Number: 10/537,279 Page 1 1 

Art Unit: 2446 

a command conversion section for converting a command to be sent to the client 
device to a command in a predetermined format to control the client device based on 
results from the model identification section. 

However, Hovell teaches, 

a command conversion section for converting a command to be sent to the client 
device to a command in a predetermined format to control the client device based on 
results from the model identification section. (Col 7, Line 63 - Col 8, Line 13) 

Hovell teaches in the above cited portion that it is determined if the packet is 
IPv4 or IPv6. Depending on the version then the IP headers has to be converted in 
order to be sent to the device. Since to control the client device is packets being sent 
over the network, Examiner has interpreted this as the IP packets being translated to be 
accepted by the specified device. 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema to include the above recited limitations as 
taught by Hovell in order to conform to the specification known as Network Address 
Translation-Protocol Translation (NAT-PT). 

Regarding claim 26, further comprising: 

a communication session disconnection section for limiting packet transmissions 
if the model identification section determines that the client device or the relay device is 
not of the predetermined model. (Huitema; Par. 0025-0026) 
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Examiner interprets predetermined model as determining the version of the IP 
packet which will indicate the type of device sending the packet. If it is determined that 
the IP packet has and IPv6 packet encapsulated then the IPv4 device is limited in 
getting the packet and the IPv6 device will get the packet. 

Regarding claim 28, further comprising: 

a network type identification section for determining if an environment of the first 
network connected with the client device is of a predetermined type. (Huitema; 
determines whether an IPv6 packet is encapsulated within the IPv4 packet, Par. 0025) 

Regarding claim 29, further comprising: 

a communication session disconnection section for disconnecting communication 
sessions or limiting packet transmissions if a private network environment connected to 
the client device or the relay device is determined not of the predetermined type. 
(Huitema; Par. 0025-0026) 

Examiner interprets predetermined model as determining the version of the IP 
packet which will indicate the type of device sending the packet. If it is determined that 
the IP packet has and IPv6 packet encapsulated then the IPv4 device is limited in 
getting the packet and the IPv6 device will get the packet. 



Regarding claim 30, further comprising: 
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a state information obtaining section for obtaining at least one of location 
information of the client device. (Huitema; 1 00 of Fig. 1 ) 

Fig. 1 teaches wherein the IP packet contains information about the client device 
such as location information (source address). 

Regarding claim 31, 

wherein the state information obtaining section obtains at least one the location 
information of the client device using a method according to a model of the client 
device. (Huitema; 100 of Fig. 1) 

Fig. 1 teaches wherein the IP packet contains information about the client device 
such as location information (source address). 

Regarding claim 37, 

wherein the relay device is provided in the client device. (Huitema; Par. 0036) 

Regarding claim 38, further comprising: 

a second packet processing device for capsulating/decapsulating packets, the 
packets being in a first protocol, using a second protocol to thereby establish a 
tunneling connection with the relay device; (Huitema; Par. 0032) 

a client device global address management device for managing a global 
address of the client device in the first protocol, the client device connected to the relay 
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device, in association with a global address of the relay device in the second protocol; 
(Huitema; Par. 0032)and 

a second routing device for routing a connection to the relay device based on the 
global address of the client device managed by the client device global address 
management device. (Huitema; Par. 0032) 

Regarding claim 39, 

wherein the first and second protocols are different. (Huitema; Par. 0025) 

Regarding claim 40, 

wherein the first and second protocols are the same. (Huitema; Par. 0026) 

Regarding claim 43, this claim is substantially the same as claim 17; same rationale of 
rejection is applicable. 

Regarding claim 45, further comprising: 

a filtering processing device for filtering communications to/from the client device 
according to predetermined rules. (Huitema; 410 of Fig. 3) 

9. Claims 7, 12, 14, 15, 32, 33, 36 and 41 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Huitema in view of Simpson (US 6,405,310 B1). 
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Regarding claim 7, Huitema fails to explicitly teach, 

wherein the server further comprises a client device control section for controlling 
the client device based on results from the model identification section. 

However, Simpson teaches, 

wherein the server further comprises a client device control section for controlling 
the client device based on results from the model identification section. (Simpson; 
Abstract) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema to include the above recited limitations as 
taught by Simpson in order to manage units in a computer network. 

Regarding claim 12, Huitema fails to explicitly teach, 

wherein the server further comprises a search section for searching for the client 
device or the relay device based on at least one of the global address, the operation 
state, the usage state, and the location information of the client device or the relay 
device. 

However, Simpson teaches, 

wherein the server further comprises a search section for searching for the client 
device based on at least one of the global address of the client device. (Col 6, Lines 43- 
62) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema to include the above recited limitations as 
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taught by Simpson in order to discover and locate all devices connected to a network. 
(Col 6, Lines 43-62) 

Regarding claim 14, 

wherein the server further comprises a client device control section for controlling 
the client device, which selects a specific client device from the list to thereby activate a 
control program for the specific client device. (Simpson; Abstract) 

Regarding claim 15, 

wherein the server further comprises a client device address search section for 
searching for the global address of the client device in the first protocol based on a 
connection request to the client device. (Simpson; Col 6, Lines 43-62) 

Regarding claim 32, further comprising: 

a client device control section for controlling the client device, (Simpson; 
Abstract) 

wherein the client device control section comprises a means for displaying to a 
user at least one of the operation state, the usage state, and the location information of 
the client device. (Simpson; Abstract) 

Regarding claim 33 and 41, this claim is substantially the same as claim 12; same 
rationale of rejection is applicable. 
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Regarding claim 36, this claim is substantially the same as claim 14; same rationale of 
rejection is applicable. 

10. Claims 13, 34 and 35 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Huitema - Simpson in view of Tarr (US 6,978,31 4 B2). 

Regarding claim 13, Huitema - Simpson fails to explicitly teach, 

wherein the search section comprises a means for displaying a list of the client 

devices connected to each of the relay devices. 
However, Simpson teaches, 

wherein the search section comprises a means for displaying a list of the client 
devices connected to each of the relay devices. (Abstract) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema - Simpson to include the above recited 
limitations as taught by Tarr in order to improve the device search capabilities of a 
network management tool. 

Regarding claim 34 and 35, this claim is substantially the same as claim 13; same 
rationale of rejection is applicable. 



Application/Control Number: 10/537,279 Page 18 

Art Unit: 2446 

1 1 . Claims 16 and 42 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Huitema - Simpson in view of Zenchelsky et al. (Zenchelsky hereafter) (US 
6,233,686 B1) 

Regarding claim 16, Huitema - Simpson fails to explicitly teach, 

wherein the server further comprises a connection requester authentication 

section for authenticating a user who requested a connection to the client device to 

thereby permit or deny the connection to the client device. 
However, Zenchelsky teaches, 

wherein the server further comprises a connection requester authentication 
section for authenticating a user who requested a connection to the client device to 
thereby permit or deny the connection to the client device. (Fig. 1 & Col 2, Lines 5-25) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema - Simpson to include the above recited 
limitations as taught by Zenchelsky in order to implement security policy to restrict 
access to a network to a predetermined set of users. (Col 2, Lines 5-25) 

Regarding claim 42, this claim is substantially the same as claim 16; same rationale of 
rejection is applicable. 

12. Claims 18 and 44 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Huitema - Hovell in view of Zenchelsky. 
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Regarding claim 18, Huitema - Hovell fails to explicitly teach, 

wherein the tunneling connection information management device authenticates 
the relay device or the server to obtain an authentication result and, if the authentication 
result is positive, sends the notification. 

However, Zenchelsky teaches, 

wherein the tunneling connection information management device authenticates 
the relay device or the server to obtain an authentication result and, if the authentication 
result is positive, sends the notification. (Fig. 1 & Col 2, Lines 5-25) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema - Hovell to include the above recited 
limitations as taught by Zenchelsky in order to implement security policy to restrict 
access to a network to a predetermined set of users. (Col 2, Lines 5-25) 

Regarding claim 44, this claim is substantially the same as claim 18; same rationale of 
rejection is applicable. 

1 3. Claims 20 and 46 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Huitema in view of Zenchelsky. 

Regarding claim 20, Huitema fails to explicitly teach, 
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wherein the server further comprises a filtering rule setup section for providing an 
interface for editing the predetermined rules. 
However, Zenchelsky teaches, 

wherein the server further comprises a filtering rule setup section for providing an 
interface for editing the predetermined rules. (Col 4, Lines, 23-41) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema to include the above recited limitations as 
taught by Zenchelsky in order to allow the system administrator to formulate and load 
the rules into the filter. 

Regarding claim 46, this claim is substantially the same as claim 20; same rationale of 
rejection is applicable. 

14. Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Huitema - Hovell in view of Tarr. 

Regarding claim 27, Huitema - Hovell fails to explicitly teach, 

wherein the client device includes a peripheral device which is communicable 

with the relay device but cannot by itself connect to the Internet. 
However, Tarr teaches, 
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wherein the client device includes a peripheral device which is communicable 
with the relay device but cannot by itself connect to the Internet, (printer; Col 3, Lines 
21-34) 

It would have been obvious to one of ordinary skilled in the art at the time of the 
invention to create the invention of Huitema - Hovell to include the above recited 
limitations as taught by Tarr in order to be able to connect other devices that can be 
connected to the network to allow other users on the network to use the device. 

Conclusion 

Examiner's Note: Examiner has pointed out particular reference contained in the prior 
arts of record in the body of this action for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to 
the specific limitations within the individual claim, other passages and Figures may 
apply as well. It is respectfully requested form the applicant, in preparing the response, 
to consider fully the entire references as potentially teaching all or part of the claimed 
invention, as well as the context of the passage as taught by the prior art or disclosed 
by the examiner. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to NOEL BEHARRY whose telephone number is (571)270- 
5630. The examiner can normally be reached on M-T 10-2. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeffrey Pwu can be reached on (571) 272-6798. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/N. B./ 

Examiner, Art Unit 2446 



/Jeffrey Pwu/ 

Supervisory Patent Examiner, Art Unit 2446 



